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Abstract

Cyberspace is a place where all information is easily accessible, without limits or restrictions.
Anyone, regardless of age, can freely navigate the cyberspace, including teenagers. This study was
conducted to investigate teenagers' knowledge about certain cyber issues by conducting a workshop
on cyber awareness. Due to the Covid 19 pandemic, the cyber awareness workshop was conducted
online. The workshop included several modules on cyber issues that had been previously developed.
ADDIE model has been used for the module development. This study aims to look at the impact of
online cyber awareness workshops on adolescents' knowledge of cyber issues. A total of 50 high
school students participated in the study by completing a questionnaire that was administered at the
end of the workshop. The results of the study showed that the implementation of this online workshop
on cyber awareness had a positive impact on the students' knowledge. The descriptive analysis has
shown that all 50 (100%) students agreed that the workshop was successful in increasing their
knowledge of current cyber threats and issues. A total of 48 (96%) students agreed that the way the
workshop was conducted made it easier for them to understand the issues in cyberspace. A total of
47 (94%) students stated that this workshop provided them with new knowledge about cyberspace
that they were not aware of before. Conducting this online workshop is suitable for students, most of
whom use the internet for learning purposes in this Covid-19 period, so they are aware of cyber
issues.
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1. Introduction

Internet is a network that has a very wide scale. Nowadays, internet has become a necessity for every
individual. Internet networks allow every layer of society to explore cyberspace, and they can do
various activities in cyberspace. Ahmad et al. (2017) stated that internet usage had increased
dramatically in recent years, and most users are teenagers. Cyberspace is a place where everyone can
access all information easily without borders and limitations. Various activities can be carriedout in
cyberspace. All levels of society are free to surf the cyberspace without hindrance, includingteenagers.
Many benefits are obtained, such as facilitating the communication process and information
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retrieval, and business dealings. In addition, some websites exist for entertainment and social
purposes. However, the passion for surfing cyberspace will have negative effects if the users are
naive and lack of awareness and knowledge on existing threats that lurk in the cyberspace.
According to Ahmad et al. (2017), internet technology provides space and facilitates the occurrence
of cyber threat activities, and most cases involve teenagers.

Teenagers are easily influenced by what they view, hear or experience. They have a very high
curiosity and desire to try new things. Nowadays, teenagers spend more time in cyberspace, thus
increasing the probability of getting involved with problems and cybercrime. According to Mokhlis
(2019), anyone can browse the website without restrictions, download and upload various materials
while allowingusers, especially teenagers, to be both exposed and vulnerable to immoral conducts.
Cyberbullying, information theft, scams, are some examples of cybercrimes involving all age groups
and people from all walks of life. Berita Harian (2016) reported that 70% of 6000 secondary and
primary school students were involved in cybercrimes. Among the types of cybercrimes involving
teenagers are frauds,virus spread, unauthorised access to systems, and so on (Malik & Kamil, 2010). It
is due to the lack of teenagers’ awareness of current cyber issues. Children and teenagers are the
main targets of cyber thieves because they are among the most active in chat rooms, social media,
video streaming sites, and online video games (Corron, 2017). According to Renu (2019),
cyberbullyinghas been a frequent problem for teenagers in the last five years. Facebook, Instagram,
Snapchat, Twitter, WhatsApp, and telegram are among the social media sites that are very popular
with teenagers. The misuse of these social sites can trigger various cyber-related issues such as the
spread of fake news, cyberbullying, theft of personal information, and so on.

The SIG (Special Interest Group) CyberHack and Ethics has successfully conducted cyber awareness
programs through community outreach events under UKM. The program was held in a face to face
format and based on the explorace game approach. During this Covid-19 pandemic situation,
everyone spent more time online. The new norm makes most of thework to be carried out online,
including teaching and learning activities involving school students. Thus, for the past 24 months,
students have spent a lot of time online for learning sessions. Students end up spending more time
online, on the pretext of learning but at the same time, they have gain more access to online games and
various social media site such as Instagram, YouTube, Facebook, etc. Inadvertently, exposing them
to cyber issues such as cyberbullying, sharing of personal information, fraud, dissemination of false
information, ransomware, and so on. Teenagers are relatively immature in understanding the
implications of their activities in cyberspace. Thus, online cyber awareness workshops are the best
alternatives in this current situation to provide teenagers with exposure and awareness of cyber
issues to avoid falling into cybercrime activities either as perpetrators or victims. This study aims to
conduct an online cyber awareness workshop based on the model developed using existing modules
and perform a descriptive analysis to investigate the impact of the workshop on the participating
teenagers' awareness and knowledge levels on cyber threats and issues.

2. Current Work

a) Cyber Issues

Cyber issues are factors and contributors to cyber threats and crimes. Cyber issues often heard are
cyberbullying, information theft, scams, virus spread, and social media. Facebook, WhatsApp,
Telegram, and Instagram are among the social media sites teenagers often visit. A social media site
is a platform for sharing and searching for information without borders. The properties found on
social media include disseminating, displaying, and sharing information to other users in a short
period (Salleh et al., 2017). According to Saizan & Singh (2018), inappropriate information sharing
invites criminal cases in social media, including cyberbullying, cyber espionage, scams, phishing,
and identity theft. These social media sites are the medium most used by cyberbullies because they use
fake identities making them difficult to be tracked and they feel free to do unethical things (Mokhlis,
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2019).

One of the severe issues nowadays is cyberbullying among teenagers. Cyberbullying is a thing that
teenagers highly fear, and teenagers aged 18 and under are more vulnerable to this issue (Renu,
2019). A study by Karsodikromo et al. (2020) found that the problem of cyberbullying among
secondary school students is at a high level that is 60% of 322 forms four students involved with
cyberbullying. The effects of cyberbullying can cause anger, sadness, and lack of concentration
among victims (Samara et al., 2017). Apart from cyberbullying, information theft can also be among
the cyber issues that often involve teenagers. The Pew Research Center (2013) noted that social
media users comprised of teenagers tend to share various personal information in cyberspace. This
behaviour opens opportunities for cybercriminals to steal and use such information. Misuse of social
media, unethical behaviour when browsing cyberspace, and lack of awareness of cyber issues, lead
to various offences and cyber threats.

b) Cyber Awareness Programs

Cyber awareness programs are becoming a necessity to educate everyone about cyber issues and
cyber threats. These programs can help prevent a person from becoming a victim or perpetrator of
cybercrimes. Various programs have been conducted with the common goal of increasing cyber
awareness and ensuring safety from cyber threats and crimes. Different types of awareness programs
can be conducted such as lectures, distribution of posters and campaigns through mass media. Based
on the study by Al Shamsi (2019), a cybersecurity awareness program was conducted by the local
Ministry of Education, focusing on training and educating students on cybersecurity best practices in
using the internet and materials in the form of lectures, videos, and creating awareness posters. The
Malaysian Communications and Multimedia Commission (MCMC) has taken proactive steps to raise
awareness in the community by launching the "Klik Dengan Bijak (KDB)" campaign. The campaign
aims to raise awareness among those who are exposed to the threats of cybercrimes. It is expected that
this program will have a good impact and positively influence the use of the internet. Other programs
include a game-based training program (Jin et al., 2018) and cybersecurity camps (Smith & Ali, 2019)
designed and organized to raise awareness and address cybersecurity risks among youths.

Rahman et al (2020) stated that cyber security education is essential to protect internet users from
cyber threats and crimes that are becoming more common. Awareness and education must be
provided at the early stage, especially at the school level, to curb cybercrime. However, there are
some challenges in implementation which include teachers' knowledge level, lack of expertise, money
and resources (Rahman et al., 2020). Also, the type of awareness program conducted should be
suitable for the target audience where the participants effectively listen and participate. The findings
of a study by Amankwa (2021) show that cyber security education should be done in educational
institutions. Television, radio as well as social media should help to convey the importance of cyber
security with exciting and interactive elements.

¢) Knowledge on Cyber Issues

Teenagers nowadays are a digital generation vulnerable to the use of the internet and gadgets
(Shahrina et al., 2020). They like to explore and find information through websites such as Googleand
YouTube. No doubt they are intelligent. However, they are relatively immature in understanding the
implications of their actions and activities in cyberspace. Knowledge of cyber issues is very
important. It ensures that they are not exposed to threats and cybercrimes that harm themselves or
their families. The results of a study by Zulkifli et al. (2020) found that most respondents were aware
of cyber threats and risks but not many took online security measures dueto lack of exposure to the
effects and implications of online activities. A study by Ozdamli (2019) also obtained similar results
whereby the teenagers knew the general concepts of computer and network security but did not know

MyJICT - Malaysian Journal of Information and Communication Technology 3
Vol 6 2021, Issue 2 | e-ISSN 0127-7812



specific concepts such as password hacking and remediation actions when exposed to viruses.
However, a study by Agbeko (2021) found that teenage cybersafety awareness in Ghana is very high,
yet there are still teenagers involved (as criminals) in cyberattacks to generate money and for fun. The
lack of exposure to the implications and effects of these online actions leads to the current situation.

3. Methodology

The study commenced with the selection of topics and the production of modules for the selected
cyber issues and target audience. Nine main topics of the module were selected based on the
current cyber threats: social media threats, cyberbullying, online game addiction, information
privacy, think before post, clickbait, virus threats, online shopping, and passwords.

These modules were developed based on the ADDIE model introduced by Rossett (1987). Modules
developed based on the ADDIE model are suitable for either online or face-to-face environments
(Nada Aldoobie, 2015). The use of this model can produce more effective and efficient learning
materials (Stapa, 2019). There were five phases of ADDIE model involved in developing the
modules: analysis design, development, implementation, and evaluation. Figure 1 below shows the
ADDIE model used in the module development.

Evaluation

| ! | |

Analysis Design Development Implementation

Figure 1: ADDIE Model
(Source: The Use of Addie Model for Designing Blended Learning Application at Vocational Colleges
in Malaysia, 2019)

A workshop implementation model were also proposed according to the suitability of the current
pandemic Covid-19 situation which required the workshop to be conducted online. The workshop
was implemented using the Zoom online platform and the breakout room function. The breakout
room function was used to break down the participants into smaller groups and facilitate monitoring
throughout the workshop. Figure 2 shows the implementation model of the online cyber awareness
workshop used.
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Cyber Awareness Workshop Implementation Model (via Online)

Figure 2: Cyber awareness workshop implementation model

Based on the diagram above, participants were divided into nine small groups and put into nine
breakout rooms referring to the nine modules prepared. The facilitator for the module handled each
breakout room. Each breakout room was ran in parallel but differs in terms of module. The
workshop started with participants answering pre-module questions. Then, the facilitator began to
conduct the workshop by introducing the module, presenting the module using infographics slides
and videos. The workshop continued with a module reinforcement session where the method used
was interactive quizzes or games. Participants collaborated and communicated with group members
throughout the session. At the end of the session, participants were given time to answer post-
module questions. Each module session took 40 minutes. After completing a module session, the
module facilitators moved to another breakout room to continue the workshop while participants
remained in their respective breakout rooms.

Figure 3 shows the details of the implementation of the online cyber awareness workshop. With this
rotation, participants in each breakout room will attend all nine modules provided. The facilitators
moved from one breakout room to the next and conducted their module sessions. The movement of
the facilitators continued until all breakout rooms were completed.

Parallel sessions :
40 minutes
Breakout room 1
Breakout room 2
: Breakoutroom3
R
T
I
c breakout
. other breakout
A room
N
T Breakout room 7
s
Breakoutroom8 -
Breakout room 9 -
Figure 3: Details of workshop implementation
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Figure 4 shows one of the modules used in this online cyber awareness workshop during the
introductory session. Each module provided a presentation slide in an infographic and accompanied
by a video related to the module title.

© Room 9 Zoom Meeting

Askto Unmute -

shyrun Kamilia

P N\
SIMPTOM KETAGIHAN GAME UTAMA

Sukar nak berhenti main Marah jika sesiapa ganggu *

game semasa gaming

as w i) 11]=]

Figure 4: Infographic slide module

Figure 5 shows an example of an interactive activity used in the reinforcement session to assess
participants' knowledge of the modules described. This activity involved all group members in the
breakout room. Participants needed to work together to make this activity a success. This activity
required participants to recall all the important contents of the module.

zoom_room_8_kumpulan H.mp4

7 Salah satu akibat ketagihan media sosial latah kuray

2 Antarn makiumat perid: yare vevng dicurt talsh
i percacs 130]
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e b 19

e jarg 4 b L et an "

» & 1754/2325

Figure 5: Interactive activity for the module

4. Finding & Discussion

The descriptive analysis of this study focuses on male teenagers from high school students. The
results of this study cannot generalize the cyber knowledge of all teenagers in Malaysia but can be an
indicator of the teenagers’ knowledge on cyber issues.
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The participants of this study are 50 Form 4 students from one of the secondary schools in Melaka
who completed the online workshop. Questionnaires were given to students at the end of the
workshop to get feedback on the cyber issueliteracy and new knowledge in cyber issues as well as to
measure the effectiveness of the conducted online workshop.

4.1 Demographic Analysis
Based on figure 6, all 50 respondents were male students. The study involved collaboration from a
secondary school in Melaka where all the students are male.

Gender
0%

i’

] [ ]
male female
Figure 6: Percentage of respondents according to Gender

4.2 Cyber Issue Literacy

Figure 7 shows that a total of 50 (100%) students agreed that the online workshop conducted
successfully increased their knowledge of current cyber threats and issues. The modules used in this
workshop cover current cyber problems that often occur in the community. Eachmodule presented
includes definitions, objectives, factors that cause a cyber threat, effects, and tips to avoid becoming
victims and perpetrators of the issue. A clear description of each issue adds to the ¢tk existing
knowledge.

Figure 7: Percentage of respondents according to feedback on their existing cyber issueliteracy
improvement

4.3 New Knowledge of Cyber Issue
Figure 8 shows a total of 47 (94%) students who stated that this workshop provided new knowledge
related to cyberspace that was not known to them before. There are some cyber issues and threats
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that students never knew before were revealed to students in this workshop. Through this workshop,
students gained new information on cyber issues and threats that they never knew existed. This can
help them to be more careful when surfing cyberspace.

Figure 8: Percentage of respondents according to their feedback on new knowledge of the cyber issue

4.4 Effectiveness of workshop

Meanwhile, based on figure 9, a total of 48 (96%) students found that the material used in
implementing this cyber awareness workshop made it easier for them to understand the issues and
threats in cyberspace. The workshop was conducted online and in small groups, thus, making it more
focused. Each module was provided with infographic presentation slides, videos, and interactive
reinforcement activities (quizzes or games) at the end of each issue. The use of infographics and
interactive elements of the activity is beneficial for students, especially the current generation
nowadays. It is easier for them to understand and focus on visual and interactive material. As a result,
at the end of the workshop students were able to answer the quiz correctly.

Effectiveness of Workshop

96%

100%
80%
60%

4%

-/

Yes No

40%
20%
0%

Figure 9: Percentage of respondents according to their feedback on the effectiveness of the
implementation online cyber awareness workshop

Based on the results of the analysis, the online cyber awareness workshop had a very positive impact
on students. The implementation method of this workshop helped in providing exposure related to
cyber issues and increasing students' knowledge also awareness about cyber threats during this
pandemic Covid-19 situation. The approach used in the presentation of each module facilitated
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students’ acceptance of the information presented.

5. Discussion and Future Recommendation

The result of the analysis shows that the online workshop on cyber awareness has an impact on
teenagers' knowledge about cyber issues. Cyber awareness among students, especially teenagers, is
very important, especially in an era where technology is prominent, and the Internet has become
indispensable in daily life. Previous studies have shown that teenagers are most often involved in
cases of cyberbullying. To prevent them from getting involved in cybercrimes, they should be
educated and made aware at an early age. They need to know and be aware of the current cyber issues
and threats in order to reduce the number of cybercrime cases, especially when teenagers are
involved. With the availability of cybercrime awareness programs, everyone can learn about it and be
sensitized. The awareness and knowledge they gain indirectly will make them protect themselves
proactively and increase their ethics so as they do not become the perpetrators in cyberspace. It is
hoped that further studies can be conducted to examine the impact and relationship of online
workshops in raising awareness among youth.

6. Conclusion

This study found that the workshop provided students, especially teenagers, with insights and
increased knowledge on today's cyber issues and threats. The online cyber awareness workshop has
positive effects and impact on the students. In conducting the workshop, the small groups facilitated
concentration and absorption of the information imparted. Modules presented in the form of
infographics and videos and reinforcement units in the form of interactive games/quiz activities used
for each module also facilitated absorption of information, increased understanding and knowledge
related to cyber issues. This online cyber awareness workshop can also be applied to adolescents in
other schools and in different areas such as urban and rural areas, especially in this pandemic Covid
19 situation. This study has some limitations which are the limited number of respondents, covers
only one gender namely the form 4 male students and lastly, this study focused only on a certain
school.
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